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1. PURPOSE OF REPORT

To advise the Committee of the outcome of further consultation on their 
legal and policy proposals in respect of CCTV in taxis and private hire 
cars, and to seek ratification of the proposed conditions of licence and 
approval of the updated policy. 

2. RECOMMENDATION(S) 

That the Committee:

a. ratifies the proposed conditions of licence (see appendix 1); 
b. approves the updated policy (see appendix 2);
c. delegates powers to authorised officers to maintain an approved 

list of CCTV systems and suppliers; and
d. instructs officers to implement the above decisions and monitor 

their ongoing implementation at regular intervals.

3. FINANCIAL IMPLICATIONS 

Installation of a CCTV system in vehicles is voluntary and therefore will 
be paid for by the licence holder or their insurer. There is no onus on 
the licensing authority for payment towards its costs.

For the licensing authority there is potentially significant administration 
work in maintaining an approved list of CCTV suppliers and systems, 
checking the notifications of new CCTV systems and any amendments 
to existing systems. The installation of any such CCTV systems would 
require to be tested by an authorised officer of the licensing authority.

The licensing authority may be bound to undertake or participate in 
enforcement action if licence holders do not comply with the 
requirements of their CCTV policy, licence conditions, or the Data 
Protection Code of Practice from the Information Commissioner’s 
Office.



There is a cost to the taxi or private hire car licence holder to include a 
CCTV system as part of their licence. The procedure is to submit the 
request as a variation application, which currently costs £60. Monitoring 
of the costs and income will be undertaken in the usual way. 

4. OTHER IMPLICATIONS

None.

5. BACKGROUND/MAIN ISSUES

CCTV is now a fact of public life and taxi and private hire car licence 
holders have started installing it in their vehicles. The licensing 
authority is responsible for licensing taxis and private hire cars. In that 
regard the authority must ensure the safety of members of the public 
and licence holders. In the circumstances, it is necessary for the 
authority to introduce a policy in respect of CCTV in taxis and private 
hire cars to protect the privacy of members of the public, passengers 
and drivers. The licensing authority cannot condone unregulated and 
therefore potentially inappropriate recording of passengers. 
Accordingly, the policy is designed to assist licence holders to meet the 
legal requirements, in terms of Data Protection, in order that they can 
only operate CCTV systems legally, and in a manner that offers 
appropriate protection to them and to the public. 

1. Decisions of the Information Commissioner in relation to Licensing 
Authorities’ Policies for CCTV in Taxis and Private Hire Cars

As a general principle the Information Commissioner recommends that 
the privacy of drivers and passengers is respected. Therefore, whilst it 
may be appropriate to use CCTV in taxis and private hire cars the 
licensing authority must be careful with regard to the extent it permits 
its use, particularly when where audio recording is involved.

“For CCTV equipment in taxis, the ICO (Information Commissioner’s 
Office) advises that images should only be recorded where it is clearly 
justifiable.”

The Commissioner also stated that: “this … sends a clear message to 
… local authorities that they must properly consider all the legal 
obligations on them before requiring the installation of CCTV or similar 
equipment and that audio recording should be very much the 
exception, rather than the rule. Images should only be recorded where 
it is clearly justifiable.”

Furthermore, the Commissioner has provided useful enforcement 
rulings in respect of CCTV policies of licensing authorities in England.

For example, one such ruling advises that it is a breach of the Data 
Protection Act 1998 (“the 1998 Act”) to have a policy requiring the 



mandatory recording of passengers’ and drivers’ conversations in taxis 
or private hire cars. 

These highlight that in the Commissioner’s opinion it is contrary to the 
principles of the 1998 Act for a licensing authority to make it mandatory 
for all taxis and private hire vehicles to install CCTV equipment. It also 
shows that it is not permitted to, at the same time, constantly record 
images and the conversations of drivers and passengers. Although it is 
permitted to constantly record images only, provided it is for a 
legitimate purpose like the prevention of crime.

The Commissioner’s reason for this view appears to be that recording 
all conversations would be disproportionate given the very low number 
of incidents occurring compared to the number of trouble free taxi 
journeys. 

Accordingly, the policy proposed for the Committee must forbid the 
constant recording of audio (i.e. conversations). 

For these reasons it is proposed that the Committee does not compel 
the installation of CCTV in all taxis and private hire cars. Instead it may 
only permit CCTV to be installed (whether externally and/or internally) 
in certain circumstances, provided the licence holder meets their 
obligations in respect of the 1998 the Act. 

Following consultation with the ICO in Scotland, it appears that it is 
possible to permit the recording of audio conversations/altercations 
inside taxis and private hire cars, although only when an incident 
occurs.

The licensing authority has received requests from suppliers of CCTV 
products to approve the introduction of CCTV in taxis and private hire 
cars. It is possible to have CCTV systems that record inside or outside 
the vehicle only or both inside and outside. The different types of CCTV 
recording for taxis and private hire cars are considered as follows.

2. External Recording CCTV Systems

The purpose of introducing external CCTV is to provide evidence in the 
event of an accident. 

Suppliers advise that the camera would be mounted within the rear 
view mirror and would record events outside the front of the vehicle and 
there would be no audio recording. Recording of events from the rear 
of the vehicle is also possible with certain systems. It has been 
explained that the recorded images would only be accessed in the 
event of an accident and that the relevant company would be 
responsible for the information as data controller. They acknowledge 
that there are legal implications in terms of the 1998 Act concerning 
their proposals.



The responsibility for protection of the recorded data would therefore 
be that of the relevant data controller, likely the insurer or supplier of 
the CCTV or possibly the licence holder, and would not be that of the 
licensing authority. The proposed policy and conditions make this clear.

Whilst such obligation for processing would attach to the relevant data 
controller, the licensing authority has responsibility to ensure it does not 
condone inappropriate collection or processing of audio or visual 
recordings. Therefore, it is crucial that a policy and conditions are put in 
place as a safeguard. A policy and condition was proposed (see 
appendices 2 and 1 respectively) and updated following consultation. 
This consultation included the licence holders who may be affected by 
the changes.

3. Internal Recording CCTV Systems

A supplier who offers CCTV systems that record internally, externally 
and both has been in contact by telephone. As such the policy should 
include the option to allow internal, external and dual function systems, 
provided they meet the requirements.

Although the initial enquiry was limited to the introduction of an external 
CCTV recording system for the purpose of accident event recording, 
some licence holders support the introduction of an internal CCTV 
system. This will be considered on a case by case basis, as a safety 
measure to provide evidence in the event of any altercation with 
passengers. 

The introduction of CCTV for recording inside the vehicle places a 
greater focus on human rights and data protection issues. A principal 
aspect of this relates to the balance between the potential to protect the 
safety of the driver with the potential intrusion into passengers’ privacy. 
Any internal recording of CCTV (whether visual and/or audio) must be 
assessed in terms of the licensing authority’s duties under the Human 
Rights Act 1998 as well as those of the licence holder under the Data 
Protection Act 1998. 

4. Suggested Policy Approach to CCTV Systems

In order to prolong the efficacy of the policy it appears useful to 
consider therein the types of CCTV recording that licence holders 
legitimately may seek to undertake in their vehicles, i.e. internal, 
external and dual systems.

It is recommended as part of the proposed policy that the Licensing 
Committee only permits CCTV systems provided the licence holder, 
and as appropriate the Police, are of the view that such a system is 
required for a legitimate purpose, such as crime prevention and 
detection, and public or driver safety.



The proposed policy would allow external recording for accident events 
only, at both the front and rear of the vehicle. It is suggested that 
internal CCTV may record video constantly but only record audio of 
specific altercations inside the vehicle by use of a ‘panic button’. 
Constant audio recording is not permitted. It would be the responsibility 
of the licence holder and their employee drivers only to use the panic 
button when it is necessary to do so.

Following consultation it became clear that the licensing authority in its 
policy should consider fixing a minimum level of specification, as well 
as parameters for the retention of and access to recorded data and the 
approval of CCTV systems and suppliers. It will not be possible to 
permit any type of CCTV system of the licence holder’s choosing. The 
local authority would maintain an approved list of systems and names 
of suppliers from whom CCTV systems and services could be sourced 
by licence holders. Suppliers and systems would only be added to this 
list if they had demonstrated compliance with the policy and the 1998 
Act, including all the compulsory Data Protection criteria.

The licence holder or their supplier should be familiar with the Data 
Protection Code of Practice from the Information Commissioner (see 
appendix 3 below), with which they should comply in order to 
adequately meet the terms of the 1998 Act. In particular the “Checklist 
for users of limited CCTV systems monitoring small retail and business 
premises” at page 21 (appendix 3) of the ICO’s Code appears to be of 
assistance to ensure they comply with the 1998 Act.

The licensing authority should aim to protect the safety and security of 
members of the public as well as licence holders. This means that 
licence holders may be permitted to have CCTV systems in their 
vehicles as a safeguard. However, it should not be possible for them to 
directly control the system and access to the recorded data. For 
example, the driver should not be able to download recordings 
themselves. This is an insecure practice, which neither would ensure 
compliance with the 1998 Act nor protect the public from inadvertent or 
willful misuse of recorded data. 

Furthermore, the driver of the vehicle should not be able to turn the 
CCTV system on and off manually whilst the vehicle is in operation. 
This means that incidents will not be missed, and there is no possibility 
of a driver turning the system off, for example, if they were going to idle 
with their engine on whilst assisting to load a passenger’s luggage. 

If recorded images of an incident are to be used in relation to legal 
proceedings, including those of the local authority, the video evidence 
should be recorded in accordance with data protection principles. If 
drivers record and download CCTV recordings themselves, the video 
evidence may not be admissible in legal proceedings as it likely will not 
comply with data protection principles and could be seen as potentially 
prejudiced information. Whereas if the data is recorded using a system 



compliant with data protection, accessible only by by an independent 
data controller, the recordings may be considered impartial and 
therefore would be admissible in legal proceedings, subject to the 
discretion of the Sheriff or Committee.

5. Application Procedure

The procedure to introduce a CCTV system to a taxi is by a variation 
application, or as part of a new application.

Before installing a CCTV system, the holder must carry out the 
following preparatory procedures. They would be required to notify the 
licensing authority: a) of the type of recording to be carried out (e.g. 
specify external and/or internal and/or internal with panic button audio 
recording); b) of the technical specification of the approved system and 
the details of the approved supplier; c) of the person/company who is 
acting as the data controller; d) with a copy of their data protection 
policy in respect of the processing, retention and control of data 
recordings; and e) with a copy of the registration of the CCTV system 
with the Information Commissioner.

Once the licence holder has complied with the above procedures, and 
provided the CCTV system has been approved by the licensing 
authority, it may be installed by the licence holder’s agent. Once 
installed the system must be checked by an authorised officer of the 
licensing authority before it can be used. 

Another legal requirement of installation is the display of an appropriate 
sign that advises passengers that they are being recorded and 
provides the data controller’s contact details. This is important as the 
data controller is obliged to have in place procedures for dealing with 
Subject Access Requests for personal data recorded in the vehicle, 
which means that they must provide a passenger with copies of 
recordings of them within 40 days of receipt of the request. A charge of 
up to £10 can be levied for dealing with such a request. It also would 
be essential for the data controller to set out in their data protection 
policy how they will deal with requests by the Police or the licensing 
authority for access to recorded data.

6. Consultation

Following earlier reports to the Committee on 18 March 2014 and 1 
July 2014, consultation was undertaken with relevant parties, including 
all relevant licence holders. The results have helped to inform the 
licensing authority’s position and further highlighted various public 
protection criteria that require to be applied, should it wish to permit 
CCTV recording in taxis and private hire cars.

Most recently all taxi and private hire car licence holders were written to 
again, in relation to proposed condition of licence and in order to give 



them an opportunity to attend and be heard at this meeting should they 
so wish. The report with policy and condition was also sent to the 
members of the Taxi Consultation Group.

i. Information Commissioner's Office – Scotland

The Information Commissioner’s Office in Edinburgh is the 
responsible authority for data protection matters in Scotland.

They have advised that they have few comments in relation 
to the Council’s proposed document. They advised that the 
policy appears to cover necessary details and puts in place a 
monitoring and checking process to ensure any CCTV 
systems and the use thereof is compliant with Data 
Protection. It was also seen as positive that evidence of 
registration with the ICO is a prerequisite of being permitted 
to operate a CCTV system.

ii. The Equality and Human Rights Commission – Scotland

The Equality and Human Rights Commission’s Office in 
Glasgow is the responsible authority for Equality and Human 
Rights in Scotland.

The EHRC were consulted, however a response was not 
received.

iii. Police Scotland – Aberdeen City Division

Police Scotland, Aberdeen City Division was consulted in 
relation to the policy and condition, particularly in respect of 
the potential for the prevention, detection and prosecution of 
crime with the assistance of CCTV.

They advised that they welcome the CCTV policy as it 
supports some of their priorities, especially with regard to the 
investigation of crime, and it may assist them to keep people 
within the City of Aberdeen safe. 

They also highlighted that the use of any CCTV systems 
should be compliant with the data protection legislation.  

iv. Suppliers (Taxi Insurers/CCTV Companies)

Responses were received from four separate companies that 
are either insurers or suppliers of CCTV for taxis and private 
hire cars. These responses were of particular assistance as 
they raised a number of valuable insights into the 
practicalities of permitting the use of CCTV recording 



equipment in such vehicles. Copies of the responses are 
reproduced in Appendix 4 for Members’ consideration.   

The major issues for clarification were: 
 control of access to the data; 
 control over the operation of the CCTV system; 

specification of CCTV systems; and 
 approval of CCTV systems and suppliers and 

maintenance of an approved list.

The responses clearly showed that the policy required to be 
more restrictive than originally drafted to protect passengers 
against misuse of recorded data; and also more instructive 
to licence holders, to ensure that if they wish to operate a 
CCTV system they are under no misapprehension about 
their legal duties, including the “dos and don’ts” in respect of 
Data Protection - e.g. licence holders should not be able to 
turn on and off their own systems as they should be linked to 
the vehicle ignition, they should not have access to view the 
images within the vehicle, they should not be able to 
download images onto their own portable devices, and they 
should not have access to images that could be uploaded to 
the internet or otherwise distributed.

The insurers advise that taxi drivers are more likely than 
other road users to fall foul of false insurance claims, 
including deliberate staged crashes. External CCTV accident 
recording would help to protect drivers against such 
fraudulent claims. 

Other suppliers advised that they can provide internal and 
external recording systems for driver and passenger safety.

It appears that a number of suppliers are available, who can 
provide systems that are compliant with the Data Protection 
Act 1998, as their company acts as Data Controller and 
strictly regulates access to the recordings. It appears that 
this situation is preferable to ensure compliance with data 
protection rather than have licence holders purchasing 
CCTV systems and installing and operating them 
themselves on an individual basis.

v. Taxi Trade – (including Taxi Consultation Group)

The Taxi Consultation Group has discussed the matter, at 
their meetings on 6 November 2012, 4 March 2014, and 6 
October 2014 and provided their views. On 6 November 
2014 a draft of this report was issued to them. Their 
representatives advised that it was necessary and 
appropriate to allow external accident recording CCTV. It 



apparently may be of assistance in reducing false insurance 
claims against drivers and may reduce their insurance 
premiums. Some licence holders latterly have advised that 
internal recording is vital in the interest of their safety. 
Although they do not wish to see CCTV made a mandatory 
licensing requirement. 

All taxi and private hire car licence holders were written to in 
respect of the proposed policy and condition, most recently 
on 11 November 2014. Any licence holders who respond to 
that correspondence can be given an opportunity to address 
the Committee. A licence holder wrote a letter to the 
Committee, which shall be circulated separately to Members 
at the meeting. 

Another licence holder wrote to explain that he has been a 
driver for over 20 years and had been threatened a few times 
when working at night. He personally installed CCTV in his 
taxi three years ago and feels it has given him a greater 
degree of safety, as passengers see the CCTV camera and 
signs inside his vehicle.

vi. Response from Unite
 

There are some more steps in the right direction with this 
current report as the Council are now conceding use of audio 
and visual inside the vehicle. 

 The audio and video should be running at all times as this 
would be best due to the fact that the very first comments 
by an abuser/assailant that could be crucial in evidence 
may be missed before a panic button is pushed.

Council officer response - The Information 
Commissioner (ICO) has advised that having constant 
audio recording does not comply with the Data Protection 
Act 1998. Therefore it is not possible for the Committee to 
give permission for that type of recording. However, the 
panic button system is permissible and offers drivers a 
useful option in this regard.

 
 There is an omission in that the material should be 

allowed to be used for matters outside a criminal, 
unlawful nature i.e. the driver should have a right to use 
the cctv recording to defend themselves at the licence cte 
if they are accused of any inappropriate behaviour and 
their livelihood as a taxi driver is at risk.



Council officer response - CCTV recordings taken from 
appropriately installed and operated systems generally 
will be admissible at Licensing Committee hearings.

 
 The audio should be allowed to be used for recording 

outside the car as the abuser could be outside the car 
shouting and swearing at the taxi driver and/or their 
passengers and this evidence should be allowed to be 
used too especially if its related to criminal proceedings 
and/or if it’s a matters of alleged inappropriate behaviour 
against the taxi driver where the driver can show that the 
accuser is abusing the driver from outside the vehicle.

Council officer response - It appears that it may be 
impractical to record outside vehicles, as there would be 
a lot of external noise from traffic and wind. Furthermore, 
it may be seen as excessive use of recording. In the 
event of the incident if the panic button is deployed it 
should pick up sound in and around the vehicle.

 
 It would  be worthwhile asking other Councils in Scotland 

how they have allowed CCTV to be used by taxi drivers 
and who has the authority to access the material for 
example  it may be a very good practice to have the 
material encrypted for access only by an enforcement 
officer of the Council and/or the Police service. 

Council officer response - We have consulted with 
other local authorities who have introduced CCTV 
policies. The Information Commissioner advised them 
what was permitted and also gave us the same advice. 
The policy does require the encryption of data, which can 
only be accessed by the data controller, or their 
authorised representative. In practice it is most likely that 
the data controller will be an independent person from an 
insurance or CCTV supplier company, who has the 
necessary expertise to deal with the requirements. 
However, if a driver is willing and able to complete all the 
data protection requirements themselves then they could 
act as data controller if they wish. It is not possible for the 
Police or the Council to act as data controller as they do 
not have control over the CCTV systems, and more 
importantly they must remain independent, particularly 
where a main purpose of the recordings could be for use 
as a production in legal proceedings to which they both 
are likely to be a party.



6. IMPACT

Equality and Human Rights Impact Assessment – An EHRIA is 
attached at Appendix 5. Members should note that they are obliged to 
read the EHRIA and take it into account as part of their decision 
making process in relation to this report and its policy considerations. 
Members will be familiar with their legal duty to have due regard to the 
assessment and its findings in terms of the public sector equality duty.

In summary, it appears that CCTV in taxis will impact equally on all 
passengers. It will not disproportionately affect any of the equality 
strands.

Human Rights

In terms of the Human Rights Act 1998 it is noted that CCTV could be 
considered a form of surveillance and/or a form of activity, which may 
have an impact in terms of Article 8, which is as follows: “Everyone has 
the right to respect for his private and family life, his home and 
correspondence”. Accordingly, the Licensing Committee must ensure 
that its policy is legally compliant with Article 8 of the Human Rights Act 
1998.

Lawful interference of this right is permitted, provided it is necessary. 

It appears interference with this right would not be justifiable, in terms 
of a standard policy requirement or general presumption by the 
Committee in favour of permitting installation and use of unregulated 
CCTV recording systems inside a taxi or private hire car. This means 
that the Committee should not require all taxis and private hire cars to 
provide CCTV recording. As such, a general policy requiring CCTV is 
not recommended to the Committee. 

However, provided the above purposes are the basis of the policy, the 
Committee may permit the installation of CCTV systems by individual 
licence holders, their drivers, insurance and CCTV companies who 
then must themselves ensure that they meet their legal requirements. If 
private individuals take the view that it is necessary for them to install 
CCTV to protect their rights in terms of insurance fraud or in relation to 
assault they must consider the legal framework in respect of others 
rights.

Instead the introduction of a CCTV system should only be permitted at 
the request of the licence holder, under specific conditions and where it 
is necessary for legitimate purposes, e.g. the safety of the driver and 
members of the public, insurance fraud, precaution against assault 
and/or for prevention, detection, and prosecution of crime.

Provided the above, or other legitimate purposes, are the basis of the 
policy, the Committee may permit the installation of CCTV systems by 



individual licence holders, their drivers, insurance and CCTV 
companies who must themselves ensure that they meet their legal 
duties in terms of data protection. 

If these parties take the view that it is necessary for them to install 
CCTV to protect their rights, they must consider and ensure the legal 
protection of the rights of others. The Committee may only permit 
CCTV if its policy and condition places safeguards to uphold such 
protection.

Corporate – To ensure that no enforcement action may be taken 
against Aberdeen City Council in respect of the proposed policy and 
conditions by the Information Commissioner or by the Equality and 
Human Rights Commission, respectively in relation to the Data 
Protection Act 1998 and the Human Rights Act 1998.

Public – CCTV may be of benefit to the public, taxi drivers and the 
Police Service of Scotland in terms of safety of the driver or members 
of the public, insurance fraud, assault and/or for prevention, detection, 
and prosecution of crime. There is also a potential for intrusion upon 
passengers’ and other road users’ as they will be recorded where they 
may have a reasonable expectation of some privacy, albeit they may 
be in a public place.

7. MANAGEMENT OF RISK

The Committee must ensure that its proposed policy is compliant with 
the Data Protection Act 1998 and that it takes no responsibility for the 
control and processing of data recorded by licence holders, their 
drivers or CCTV or insurance companies.

It is also of fundamental importance that the Committee secures that its 
proposed policy is compliant with the Human Rights Act 1998 to avoid 
enforcement by the Equality and Human Rights Commission.

8. BACKGROUND PAPERS

 The Data Protection Act 1998
 The Human Rights Act 1998
 The Information Commissioner’s News release: 25 July 2012

9. REPORT AUTHOR DETAILS 

Paul M Connolly
Solicitor (Team 3, Litigation and Licensing)

Direct Dial: 01224 522357
Email: pconnolly@aberdeencity.gov.uk
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Appendix 1

CIVIC GOVERNMENT (SCOTLAND) ACT 1982, SCHEDULE 1, PARAGRAPH 10

VARIATION – 

• CONDITIONS APPLICABLE TO PRIVATE HIRE CAR LICENCES and 
• CONDITIONS APPLICABLE TO TAXI LICENCES

Proposed Condition for inclusion in the Conditions Applicable to Taxi /PHC Licences

The licence holder may be permitted to install a Closed-Circuit Television (CCTV) 
system within their taxi/PHC for the purpose of external accident event recording 
and/or internal recording. Such CCTV shall only record visual images and not 
audio, unless an incident occurs within the vehicle when a ‘panic button’ may be 
pressed to record audio internally. Audio must not be recorded outside the 
vehicle at any time. 

The licence holder must meet the following requirements prior to installation of 
CCTV in their vehicle: a) notify the licensing authority in writing of the type of 
recording to be carried out (e.g. specify external and/or internal and if the internal 
recording includes a panic button function for audio recording); b) notify the 
licensing authority in writing of the technical specification of the system; c) notify 
the licensing authority in writing of the person/company who is acting as the data 
controller; d) provide the licensing authority with a copy of the licence holder’s 
data protection policy in respect of the processing and control of data recordings; 
and e) provide the licensing authority with a copy of the registration of the CCTV 
system with the Information Commissioner. If any of the documents or details 
changes the licence holder must notify the licensing authority forthwith in writing 
and provide a copy of the updated document(s). 

Once the CCTV system is installed, but prior to its operation, an authorised officer 
of the licensing authority shall carry out an inspection for the purpose of 
determining whether or not it complies with this condition and its associated 
policy requirements. The licence holder is liable for the maintenance and repair of 
the CCTV system and upon request by an authorised officer must provide the 
documentation in relation to its installation and maintenance.

The licence holder is responsible for their CCTV system and any legal 
requirements pertaining to the operation thereof, including but not limited to legal 
requirements under the Data Protection Act 1998.

The licence holder shall ensure proper use of the CCTV system, which should be 
operated only as per the above notification(s) to the licensing authority and within 
the terms of their data protection registration with the Information Commissioner.



Appendix 2

Draft CCTV Policy – Taxi and Private Hire Cars

External (Accident) Recording 

The licensing authority may permit the installation and operation of CCTV in taxis 
and private hire cars in respect of external image recording, for legitimate 
purposes only, e.g. accident event recording (in relation to insurance claims) and 
to assist with the prevention, detection and prosecution of crime. External audio 
recording is not permitted. 

Internal (Incident) Recording

The licensing authority may permit the installation and operation of CCTV in taxis 
and private hire cars in respect of internal image recording, for legitimate 
purposes only, e.g. to record incidents inside the vehicle to improve passenger 
and driver safety and for the prevention, detection and prosecution of crime. 
Internal audio recording is not permitted except by way of a “panic button”, which 
may be pressed by the driver to record audio only on the occurrence of an 
incident.

Internal and External Systems

Dual function internal and external CCTV systems may be permitted, provided 
they meet the necessary requirements (see below), which are the same as those 
for specific internal or external systems.

Conditions of Licence (Necessary Requirements)

The licensing authority has imposed conditions of licence to support this policy. 
Breach of a condition of licence is a criminal offence, which on summary 
conviction may result in a monetary fine. Such breaches may be reported to 
Police Scotland and may be subject to other sanctions under the Civic 
Government (Scotland) Act 1982, such as suspension of the licence.
 
The licence holder must meet the following requirements prior to installation of 
CCTV in their vehicle: a) notify the licensing authority in writing of the type of 
recording to be carried out (e.g. specify external and/or internal and if the internal 
recording includes a panic button function for audio recording); b) notify the 
licensing authority in writing of the technical specification of the system; c) notify 
the licensing authority in writing of the person/company who is acting as the data 
controller; d) provide the licensing authority with a copy of the licence holder’s 
data protection policy in respect of the processing and control of data recordings; 
and e) provide the licensing authority with a copy of the registration of the CCTV 
system with the Information Commissioner. If any of the documents or details 
changes the licence holder must notify the licensing authority forthwith in writing 
and provide a copy of the updated document(s).

The licence holder shall ensure proper use of the CCTV system, which should be 
operated only as per the licence holder’s notification(s) to the licensing authority 
and within the terms of their registration with the Information Commissioner.



Specification of CCTV systems

Only CCTV systems that meet the following specification shall be included on the 
licensing authority’s approved list.

 Wiring of the CCTV system must be compliant with current British 
Standards.

 CCTV cameras must be permanently wired and turned on and off by the 
ignition only. They cannot have a switch to be turned on or off manually, or 
be powered by a dashboard cigarette lighter.

 The storage system for recorded data should be solid state (hard drive) 
and of sufficient reliability, preferably with industrial grade memory. 
Storage by disk, SD or micro SD card shall not be permitted as it is 
unsuitable for the purpose.

 Stored recorded data must be encrypted and only be accessible to the 
data controller.  

Inspection and Approval of CCTV systems

Prior to use of a CCTV system it must be inspected and approved by an 
authorised officer of the licensing authority. The officer shall carry out an 
inspection for the purpose of determining whether or not it complies with the 
condition and policy. 

The licence holder must be able to provide an authorised officer of the licensing 
authority with logs and/or other appropriate documentation with regard to the 
installation of the CCTV system.

Before a CCTV system can be approved clear signage must be displayed within 
the vehicle to advise passengers that CCTV recording is in operation. Such 
signage must be clearly visible from the passenger seats.

Maintenance and Repair

The licence holder is liable for the maintenance and repair of the CCTV system 
and upon request must present the vehicle to an authorised officer for 
investigation thereof.

The licence holder shall upon request provide an authorised officer of the 
licensing authority with the documentation in relation to the maintenance of the 
CCTV system.

Data Controller

Licence holders, insurers and CCTV companies should be aware that if they 
install CCTV in a taxi or private hire car they must meet the legal obligations that 
arise therefrom. 

For example, they must have in place an appropriate procedure for complying 
with Subject Access Requests for recorded data from passengers, and potentially 
other road users in the event of recording of an accident.



The licence holder should also be aware that they are responsible for the 
operation of any CCTV system installed in their vehicle and any legal 
requirements pertaining to the operation thereof, including but not limited to legal 
requirements under the Data Protection Act 1998. 

Accordingly, it is recommended that if licence holders wish to install a CCTV 
system in their vehicle they should seek independent legal advice. The licensing 
authority cannot provide such advice.

For the avoidance of doubt, Aberdeen City Council, as the licensing authority is 
not the Data Controller in respect of CCTV systems installed by licence holders, 
their drivers or their insurers. The licensing authority neither recommends the 
installation of CCTV nor has responsibility for control of access to any data 
recorded by a taxi or private hire car licence holder or their insurer.

Useful Contacts

The Licensing Authority (Licensing)
Corporate Governance
Aberdeen City Council
Business Hub 6 L1S
Marischal College
Aberdeen AB10 1AQ

Tel: 01224 522377
Email: licensing@aberdeencity.gov.uk

Information Commissioner's Office - 
Scotland
45 Melville Street
Edinburgh
EH3 7HL

Tel: 0131 244 9001
Email: scotland@ico.org.uk    
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Appendix 4
Westminster Insurance

“The Variation you have supplied does appear to be workable amendment 
which will both help taxi drivers and insurance companies.

One bit of advice I will give however is that you may not want to be inspecting 
100 types of cameras as we have found it is quite difficult to determine the 
specifications and if they fit our requirements. In addition to this one of our 
most important requirements is that the camera must be powered by the 
ignition and not by a cigarette lighter as this means a driver can pick and 
choose when to install the camera, I would also mention that the drivers must 
have clear signage on the vehicle that CCTV recording is in operation.

Look forward to this variation is made live as it will result in lower premiums 
for taxi drivers in Aberdeen.” 

Y3K Group - Smart Witness | Xvision | IQCCTV

“The document is very clear and concise and falls in line with the equipment 
that is currently available on the market.” 

Pegasus Motor Insurance

“Could you please confirm if Aberdeen Licensing have an approved list of 
providers and/or specification relating to the installation of CCTV systems in 
the city’s Taxis or Private Hire vehicles. 

We currently have two partners who provide CCTV and telematics units that 
are approved by the TFL, and would be happy to submit specifications of any 
proposed units for your approval. We would look to install units that have the 
ability to record images from a front facing camera, and a rear facing camera, 
with no voice recording. Our reason for such a system is to defend against 
both fraudulent and disputed liability claims.” 

Verifeye

“We have found that the most successful implementations of cameras around 
the world have been in those places where there is a strict specification and 
the system is made mandatory.  As long as the drivers are left able to select 
what they fit and be the data controller of it they will go for the cheapest and 
the security will always be suspect.  You may be certain that if they can 
download the images some of them find their way onto the internet. 
Particularly if the passenger behaviour is ‘suspect’.  

If the driver is able to turn off the system you may be confident that it will be 
turned off when an attack on him takes place.  Conversely should he decide 
that he is going to compromise a drunk, young, female passenger he could 
switch off his system in advance.  I am not suggesting that this is typical of 
drivers, but we have to be realistic and it does sometimes happen.  Young 



‘ladies’ are known to make offers to drivers when they realise they do not 
have sufficient funds for the journey.

I think you would find it difficult for your staff to be able to inspect and assess 
the myriad systems that are available on the market.  Many of which are not fit 
for purpose.  The equipment needs to be of sufficient build quality to be able 
to withstand several years of use within the very adverse operating conditions 
found in a hard-working, moving, vibrating road vehicle.  There also needs to 
be adequate back-up support in the event of a subsequent fault developing.  
So much of what can be bought will not be supported.

Specify the image quality you seek.  Images taken at night of people on the 
back seat need to be of sufficient quality to allow the police to reasonably be 
able to identify the person.

Our recommendations are:
1. Draw up a high level specification which does not allow the drivers a 

choice.  I realise that you would probably need to have more than one 
supplier, but make certain that the field is not left wide open.

2. Ensure that the storage medium that is selected is solid state and of 
sufficient reliability.  Anything that uses SD or micro SD cards will limit 
reliability.  Industrial grade memory is essential.  Disc drives do not like 
being put in cars, and generally at far slower at being ready for use than 
solid state.  Bear in mind that in-car CCTV needs to be a ‘fit & forget’ 
device.

3. Preferably make cameras mandatory.
4. Specify that stored data must be encrypted.  
5. Be your own data controller/down loader.  If necessary use an external 

company, but do not make the drivers data controllers.  They will object to 
the cost of the decryption tools necessary and be in a prime position to 
abuse the data if it suits them.

6. Make it compulsory that if a camera is installed it is permanently wired and 
cannot be turned off.

If I can be of any further assistance please do not hesitate to contact.”
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